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The challenges of user management
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Why is user Management still an issue at all?

Who accesses which data / database where?
= Authentication and authorization
" Production, test and development environments

= Who are my highly privileged users?
= How do | know if users or entitlements were changed?

= What are those users doing on the database?
= What activities do | audit?

= How are permissions managed?
= Individual / decentralized by administrators

= What happens with mutations
(function changes, terminations, etc.)?

Is there a role concept?
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Different aspects of user management

User profiles
Roles &

privileges

User activity

/ Manage

User
management

authorized access

>

e
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Oracle Data Safe

Unified database security control center
= Risk dashboard: configuration, data, users
=  Monitor user activity
= Mask data for test environments

= Extensible - more features to come...

Assess Users Audit Discover Mask

Benefits
v No special expertise needed: click-and-secure
v’ Saves time and mitigates security risks
v’ Defense-in-depth security for all customers

Securing both your cloud and
on-premises databases
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User Risk Assessment
Reduce risk from users by managing roles/privileges

User Assessment
Mantfy ciar settings and risks
User Risk User Roles Last Passwoed Change Last Login
[t
pes
“@N b 1Hw
) ] o OV dame: E— 52 Users 22 Usess
* |dentify highly privileged users
* Understand the potential risk level for ¢ % 2 %
WBOSCHRE T B MedumRak 6 B O0A B OVAGTS B AuM AdTn Bl Ndes 0 @~ &7 B Laat 24 houry N Ths yewr 7
eaCh user ® HghRisk 24 m LowRsk 41 w 3090 days § W lastiwoek S m > 1year 15
N T morh 5
* Review their roles and privileges
RSk Summary Target Summary
* Evaluate user details like last login,
.« e Risk Level Target Databases Users Privileged Users Daa OV Admin Auvdt Admin
password change, database activity
9 it i % 18 %
User Name User Type 0BA DV AdmiIn  Audk Admin Risk Stavws Last Login Audit Records
ADESNVP SCHEMA . (/] . Low LOCKED . Yoo ARy
ADMIN PRVLEGED @ © (/] CRITICAL OPEN Thu, 18 Feb 2021 17.01:12UTC  View Acthvby
e SCHEMA - - . Low EXPIRED_AND_LOCKED - Ve Aty
&PP_USER PRVILEGED - - - HIGH OPEN Tue 01Sep 2020 04 85 15UTC Vs Aty
DATASAFE ADMIN PRNLEGED - - o CRITICAL OFEN - Vi Acthaby
DBA_DEBRA PRVLEGED @ - . CRITICAL  OPEN Tue. 01 Sep 2020 04 8559 UTC  Viow Achviy
DEA_HARVEY PRVLEGED @ - . CRITICAL OPEN Tue. 01 Sep 2020 04 S04 UTC Vi Activiby
DCAT_ADMN SCHEMA - - . Low LOCKED . Ve Aty
DSSA0MN PRNVLEGED - - ° CRITICAL OPEN Fel 17 Sep 2021 0316 33UTC Voo Actby
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User Risk Assessment
Detecting User and Entitlement Changes

* Run periodic user assessments

» Compare new assessments against
previous assessments

* Get notified and identify newly added users
or changed entitlements
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User Profile Insight
Evaluate password-related attributes associated with user profiles

User Profiles
identity User Profies that can put your users and database at nsk
Users distribution Password complexity check (Users)
: ggiAL;:G’LROFILE 5 0100l 03 B Yox 91
e Revi icti fil d W OTHER 2¢ v . Mo 4
eview existing user proftiles an
their parameters
* |Identify which profiles are
assigned to which users Uses Profie Swrmsnary. | o)
g ) . =
 Easily identify users and profiles RS Mams S Demaaes Suin e
. . REFAULY $ mn
without a password complexity LA
. . 21K RO User ProSile Summary Target Summary
function
Target Database  Profile Name Allowed Falled Login P P Sessions Per User  Created By Customer Number Of Users
QRA_EXTAPP PROF asatp01 DEEAWLT UNLIMITED CLOUD_VERIFY_FUNCTION UNLIMITED No 19
QRA_MANDATORY P asatp1 UNLIMITED FROM ROOT DEFAULY No 0
asatp01 ORA_STIG_PROF) 3 CRA12C_STIG_VERIFY_FUNCTION - NO 0
asatp01 QORA_ADMIN PROFILE UNLIMITED FROM ROOT No 0
asatp01 QORA_EXTAPP PROFLE UNLIMITED FROM ROOT No 1
POWERUSERS asatp0t ORA_MANDATORY PROFILE DEFAWLT FROM ROOT No 0
asatp0t QRA_PROTECTED PROFILE UNLIMITED CLOUD_VERIFY_FUNCTION No 3
asatp01 s nul FROM ROOTY nul No 0
asatp01 s NULL Yes 1
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User Activity Auditing
Track user actions and streamline auditing with robust reporting

Provision audit, compliance, and
alert policies

Centrally collect audit data
from your databases,
and track sensitive operations

Review and monitor user activity

Audit reports

* Interactive reports for forensics
* Summary and detailed reports
* PDF reports for compliance

Copyright © 2023, Oracle and/or its affiliates

Audit Policy Details Tags

Policy Name: AuditPolicy 1645248617944

Target Database: dsatp01

Policy Description: Audit policies for target: dsatp01

Policy OCID: ...eckdhq Show Copy

Compartment: oradbclouducm (root)/data-safe-demo/ds-comp-01

Basic Auditing

Logon Events: @ Enabled for all users View Details ()
Database Schema Changes: @ Enabled for all users (1)
Critical Database Activity: @ Enabled for all users (i)

Admin Activity Auditing &

Created Time: Sat, 19 Feb 2022 05:30:19 UTC
Updated Time: Wed, 08 Jun 2022 00:09:40 UTC

Last Provisioned Time: Sat, 04 Jun 2022 01:00:06 UTC
Last Retrieved Time: Wed, 08 Jun 2022 00:09:40 UTC
Data Safe User Activity Excluded: No

User Activity Auditing
User Activity: @ Enabled for specific users and/or roles  View Details

Audit Compliance Standards @

Center for Internet Security (CIS) Configuration: @ Enabled for all users

Admin User Activity: @ Enablod for all users | " e 37%

pf]udPQ (A

Login Activity 938

®

Admin Activity 5.0K
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SQL Firewall

Prevent SQL injection and access from unauthorized access points

e Provides real-time protection against
common database attacks by restricting
database access to

e authorized connections
e authorized SQL statements

* Block or monitor any violations

e Mitigates risks from SQL injection attacks,
anomalous access, and credential
theft/abuse

Available for 23c databases only
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20035 %0 only authorzod SOL statementsiconnections. Loam more

-
Enforcement information

Status: @ Enabled

Enforcement scope: All (Session contexts and SQL statements)

Action on violations: Observe (Allow) and log violations

SQL collection level: User issued SQL commands and SQL commands issued inside PL/SQL functions
Violation reports: View Report

SOL collections

i
i T
w\
a%
, — ..

SQL firewall in adscorp_tenant01 (root) Compartment
SCL frowall provides roalime protecion against database attacks by iting datab,
SCL firewall detalls shown bedow are for the last 1 week
. SCL frewall protection is avallable for Oracie Database 23¢ and above
SGL feewal violations Enforcement mode
s
4
3
2 SO tewwart
et e
1
[
431302 i
B ALL_SOL_WVIOLATIONS m OBSERVE 1
Target summary Violation summary
Target dacabase
SQLEVY 23 _OCW p

Namw: SOUFW_23_OCW

Deotabase user: MR
Seasion comext type Sassion contaxt value
Chent program sqiphus@phoenta 150810 (TNS VILVY)
Chont P 100 70 65 16
Chent OS user shalape

‘Unique allowed SQL statements

Refresh now Generate repornt Download repon

SOL 1ext

CREATE TASLE HR TABLET_EMP AS SELECT * FROM HR EMPLOYEES
GRANT READ ON MR TASLE1_EMP TO SCOTT

SELECT * FROM HR EMPLOYEES

SELECT COUNT () FROM HR JOBS

p s




SQL Firewall

Easy configuration, management, and monitoring in Data Safe
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1

Collect

Turn on the SQL
statement and user
connection collection
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Review & Modify

Review the SQL
collection

Review and modify the
allowed user
connections (as
required)

3 4

Enforce Monitor

Block or monitor any Monitor any violations

unauthorized SQL
and/or user
connections

Available for 23c databases only




» Securty Center » Dashboard

Security Center Dashboard

Kay securty indicators Sor off Hhe registered target databases
Dashboard

Securty Aascaament Security Assessment User Assessment Data Discovery

User Assesament
Data Discovery

Data Masking

Demo

Adorts

m Hoh 26 Low 20 8 Evolale 113 | Oecy Rek 50 = Medum Rsk 2 N ol 45 m sap2 38

List “COC* Nedum 3 B Adwsory 38 B Hgh Rk 1 ® LowRsk 14

Cormpartment

data-sate-demn - Al Acsiviny Admin Activity Open Alerts
. 180K
»e D T SR T L ._.—.—._.
- 120
NCh0e NS COMPantments
100K
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Oracle Data Safe
Secure your Oracle Databases

///\\

Security User Activity sQL Sensitive Data
Assessment Assessment Auditing Firewall* Data Discovery Masking
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Data Safe is available for all your Oracle Databases

Data Safe

New!
Amazon
RDS for
Oracle
E @
g
Oracle databases on compute Oracle v
Oracle cloud databases and in 3" party clouds Cloud@Customer Oracle on-premises
databases databases
Data Safe included” Monthly charge! per DB* Data Safe included” Monthly charge! per DB”

“Includes 1M audit records per database per month; $0.10 per 10K records over the limit
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CMU in a Nutshell
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Provis‘.on‘ms,
Users / Roles

TAM peke

: [ ek J—
New security feature as of Oracle Database Release 18c rtond RS Active
' Direct
Centrally Managed User CMU... e ﬁ

= .. does not require an additional Oracle directory

Altemative —

= - ”.“; Provisioning = - 1)

Users / Roles

= .. enables the administration of users directly in MS AD

= .. does not require an additional license but “A
= ... Supported only by Oracle Enterprise or Free Edition © Detabase /
= .. notsupported in Oracle Standard Edition ® i
. o Lookup
Supports common authentication methods V4 = User / Roles / Context
00
= Password-, Kerberos- und PKI / SSL authentication

Requires a password filter and an AD schema extension

Requires an AD service account Aecess @ @ Nl
Database Users / Roles

Perfect for small and medium-sized businesses

= QOracle EUS deprecated in 23c
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Active Directory plug-in or not

Daotabase Authentication

=  Authentication at Oracle is either...

= . externali.e. OS, Kerberos, SSL, etc.

= .. password respectively hash based

= For password based authentication Oracle
must have access to a password hash

= USERS for database authentication

Database based authentication

NANE PASSWORD

seoTT SOEN0FDAOF26

KING SAWIMTSOF

SORNFDAOF26

SOTSFYDIATSR.

DO TY.

= userPassword for LDAP EUS based
= orclCommonAttribute for AD based
= Active Directory is not fully LDAP v3 compliant

\

= |t use its on method to store credentials Windows  Linux  Kerberos

= CMU as well EUS requires a Plugin on MS AD
= Filter DLL with an AD Schema extension for orclCommonAttribute
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Oracle Password Filter Plugin

A few insights into the Password Plugin...
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MAXIMUM FLEXIBILITY AND COMPATIBILITY ONLY
WITH THE PLUGIN

The AD Plugin is installed using opwdintg.exe
The following changes are performed
= Add default groups ORA_VFR 11G, ORA_VFR_12G, ORA_VFR _11G
= |ntroduce AD schema extension
= |nstall a filter DLL
Latest Version is official signed and a valid LSA

Downsides

= Requires AD Reboot
= Schema change can not be remove
Standard Windows / AD Interface

= Also used by other products
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Alternative Kerberos Authentication
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Kerberos requires three parties

= Key Distribution Center (KDC) providing the Authentication Service (AS) and Ticket Granting Service (TGS)

= Service, Service Principle (SPN) providing a service

= (Client requesting access
Other terms
= Ticket Granting Ticket (TGT)

= Key Table file keytab for short, stores
long-term keys for one or more SPNs

= Kerberos Credential Cache “ccache”, holds
Kerberos credentials, during validity period

Basis for a range of tools and services
KDC is integrated with MS Active Directory
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Shared or exclusive mapped Schemas

CMU, like EUS, offers two types of global user mapping

Shared Global Users e.g. database user is mapped to directory group
=  (Centralized management of user authorization in Active Directory
= Reduce user management in the database
= DB user “share” the same resources in the database

Private Global Users e.g. database user is mapped to a directory user
= Exclusive user / resource in the database

................... e DN

= Recommended for users with own objects | Database wth CAU |

=  Users must still be created in the database

! > =
Global Roles to grant privileges to private or shared global users F .

= Database global roles mapped to directory groups -

= give member users additional privilege
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Shared or exclusive mapped Schemas

MS Active Dire,c‘tory

o
- //w@w%

X

o

o
.
B
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User and Role Concept

Simplified user Entitlement and Assignment

IAM Role IAM Role

App Read Access App Write Access

 CMU_ADMIN

 CMU_EMERGENCY

Proxy Pn‘vile_ge,

v  CMU_READ
[ o [

J 1

: s»wept Global Uw
CMU_DBA

77 = Oracle private shared schema = Oracle 5loba| shared schemo = Oracle 3|o{-,o.| role [7] = Proxy / grant comect through
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User Entitlement and Mapping - WRITE

User with read write access

IAM Role

App Wﬁ"te,_ Access

User

47///W ,%;/V,‘

//// ////////

7

7/ o 7.
//////////

// /v

T
// ,/////////// :

> /cn%caﬂn;*cT /

%ésf i uw/
e

/

\

/

CREATE USER cmu_user IDENTIFIED GLOBALLY AS
CREATE ROLE cmu_connect IDENTIFIED GLOBALLY AS
CREATE ROLE cmu write IDENTIFIED GLOBALLY AS

GRANT cmu_read TO cmu_write;

'c

n=Application Users,ou=groups,dc=trivadislabs,dc=com’';
'cn=DB Access,ou= groups,dc=trivadislabs,dc=com';
'cn=Application Write,ou= groups,dc=trivadislabs,dc=com'’;
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User Entitlement and Mapping - DBA

User with DBA access

IAM Role AD Group Database Role

7 S T/ iiiiyiiiddcdédgdgc’éy’/yzz
7 >+///////7// //////// , //64 //// 3 ?// /’/O’/////«// s g % // /4 // 7 /;///
) i il
v iyid 44444k 0 iaddd 40/ /7

// 7,/ // / 9 /é //// 74 7, A / Y/ //‘/
e _ Shu B4

004 i W

5’}«&6961// A

// 7 //// 7 h 7 % "'(/

2 7 // Cj% ) //'/:B/ A// //) ,/

CREATE USER cmu _dba IDENTIFIED GLOBALLY AS 'cn=Database Admins,ou=groups,dc=trivadislabs,dc=com';
CREATE ROLE cmu_connect IDENTIFIED GLOBALLY AS 'cn=DB Access,ou= groups,dc=trivadislabs,dc=com';
CREATE ROLE cmu dba IDENTIFIED GLOBALLY AS 'cn=Database Admins,ou=groups,dc=trivadislabs,dc=com';
GRANT sysdba TO cmu_dba;
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User Entitlement and Mapping - Consideration

Create new roles or alter existing roles?

= Create a corresponding user and role concept (or adapt an existing)

= Use whenever possible global shared schemas rather than private global schemas
= Reduce manual work on the database e.g. to create exclusive mappings

= Global shared schema has to be an AD group
= e.g. ObjectClass GroupOfUniqueNames rather than OrganisationalUnit
= QOracle EUS it is OrganisationalUnit

= Make sure user is only member of one group

= Grant privileges via global roles rather with direct grants

GRANT app write TO cmu write;
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Oracle Multitenant

How to handle central Authentication / Authorisation in container databases?

Access using CMU in Container DBs
= CMU also works analogously for container DBs — —_ e ~.

c##EQS_CONNéCT CHHEUS_CONNECT ’ é@eus_cowecf
= Can be configured on CDB Level and/or PDB level CHHEUS_MONITOR || C##B0S_MONITOR | | CH#EUS_MONITOR
@ ‘ | | c##teus_DBA
=  Global shared users can be local or common

= Common global shared schemas allows access across
all PDB

= Local global shared schemas only allows local access

CHHEUS_CONNECT

Comprehensive user and role concept Wil -
gets even more important ot i Zntlli

Pe,f‘mane,n‘t (o} EUS_EA WRITE | | BUS_EA_USER

temporary == EUS_EA_USER | | EUS_cOWNECT

| BUS_CONNECT |
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Oracle Enterprise Manager Cloud Control

What to consider when using Oracle CMU with OEM?
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CMU works transparently in OEM

No special configuration if password authentication is in use

Kerberos authentication requires further action

Use of Global Named Credential for Database Kerberos
OEM requires a krb5.conf file either in

default location /etc/krb5.conf

TNS_ADMIN folder configured in OEM

Security folder of JDK
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Security

Named Credentials > Create Cradential

Create Credential

4 General Properties
* Crodontial name

Credential description

* Authenticating Target
Type

* Credential type

KRBS_KING

Kerberos Credential for K

Database Instance

Scope

4 Credential Properties

* Kerberos Username

* Kerberos Password

* Confirm Kerberos
Password

Database K Crodentials 2

Target © Global

king

ORACLE.En(orprlse Mar ﬁ' ' rol *' @v ﬁv O\ ‘, SYSMAN v

Page Refrashed Jun 26, 2021 9:44:17 AM CEST 4.)

Testand Save | Save | Cancel




The ORA-28306 Problem

Multiple user Mapping...
= A user could be in several groups mapped to different shared global schemas
= Default behaviour is a successful login to any of these schemas (recent Oracle releases)

= Old behaviour respectively by setting the parameter _Idap _warning _on_multi_shared _mappings

SQL> conn fleming/LAB42-Schulung
ERROR:

ORA-28306: The directory user has 2 groups mapped to different database global users.
Connected.

Solution

= Keep your AD groups clean e.g. User may only be member in one group used for mapping
= Use exclusive schema mapping

= Keep your user/role concept agile so that the error is not an issue
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CMU Projects and Implementations

Swiss financial service provider

= |ntegration with laM solution e.g. provisioning to AD
= Kerberos based authentication

= Mainly power user and DBA’s

Insurance company in Switzerland
= Replacement of Oracle Enterprise User Security
= SSL based authentication

Large German Bank
»  Kerberos based authentication

Swiss National Bank
= Kerberos based authentication

Several small and medium-sized enterprises

35 Copyright © 2023, Oracle and/or its affiliates

Se_cuh"t(/ Meosures

Database Har*o(ening
Gereral DB Hardening according CIS Benchmark

SQl«Net Encryption
Network Ewcrypf.'nov\

Certrally Managed Users (CMU)
Cen‘tm”y Mav\af’eo( Users, Roles, Contexts

Database Security Monitoring
Monitoring of Database Security Conﬁsumtion

Unified Audit and Central Store
Audit occess Xo eritical conbie; dato

Transparent Data Encryption The)
Taxb‘espace Encoylion / Pretaction inc.fuohng Key Vault

PDRB Isolation
Multitenont Secarity ond Isolation

Database Vault
Schemo / Obiect Protection

Database Frewall
Montor Datiobase Access using DB Ficswall

Victual Private Database (VPD)
Model Access

[ ] = All Security Levels
V7] = Intemal ++
{77 = confidertial ++

7 l = Secret ++
= out of Scope ++




Q  Products Resources Support Events  Developer

Security > Oracle Database Security >

Oracle Data Safe

Cloud / Cowd Platiorm / Data Safe
More Information \ Using Oracle Data Safe

Table of Contents =

T —— 1 Get Started with Oracle Data Safe [<][>]

L Oracle Data Sale & & lullv-inteated. (egional Cloud service focused on Lhe cacomplete
LivelLabs K

Bty r WOr Lser activity,
Get Started with Oracle Data Safe Fundamentals 7 Share m |

— Visit Oracle LivelLabs at

?

https://bit.ly/golivelabs

&

and search for "Data Safe" < %
— A=

o ==
ggg * Prequitkes Beharts that you let you
— '= . :‘llr:, #h Database is desirable, but not
Oracle Data Safe Homepage : — e 5]
Production Development and . :' .‘; oot |k

Oracle Data Safe Documentation oo v | ———
N About This Workshop

_————— - - =
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https://www.oracle.com/database/technologies/security/data-safe.html
https://docs.oracle.com/en/cloud/paas/data-safe/

Thank you

Bettina Schaumer & Stefan Oehrli
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Our mission is to help people see
data in new ways, discover insights,
unlock endless possibilities.



